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ABSTRACT

An Analysis of the Size and Impact of Digital Footprints

Whitney Nielsen Maxwell
School of Technology, BYU
Master of Science

Personal information available online is known as a digital footprint. While many have a
digital footprint, few if any, know what it encapsulates or how to control it. Technology and
personal information are becoming more intertwined as technology becomes more integrated
with everyday activities. Personal information can be defined as details that apply to a person
such as race or shopping habits. Shopping habits are considered personal information by many
corporations who spend money to track, or even predict purchases of individuals, whereas more
traditional forms of personal information are details like gender, birthdate, and home town. With
a wide breadth of personal information available, not all of it is equally valuable or personally
unique. This project is dedicated to determining the content and size of a digital footprint, and
assessing its impact for an individual by defining the discoverability of that content.

Keywords: information security, digital footprint, personal information, information privacy
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1 INTRODUCTION

1.1 Nature of Problem

As users have adopted technology over the ages, technology has evolved to become more
personable and “smart.” With that personalization, users have begun to trust technology with
more and more of their own personal information without realizing that they are creating a
bigger and deeper digital footprint. Increasingly, people still want to use technology, but they

don’t want to have their personal information exposed as they use it.

If knowledge is power, then information is the new currency. Privacy and anonymity are
no longer concerns that are limited to criminals or the rich and famous; they affect everyone.
Events like Edward Snowden’s information leak about NSA surveillance on US residents spark
questions regarding what information (if any) is kept private (Maxwell, 2016). Currently, there
is a gap between users’ trust in invasive technology and their understanding of the amount of
personal data those technologies reveal publicly (Lee, 2015). There is resistance against having
a “Big Brother,” yet few realize that more than one already exists (Schneier, 2015). While
awareness of privacy has increased in recent years, little is understood about how to monitor,

control, and redact information that is already online.

Technology and personal information seem to go hand in hand. It is just as common
for a person to register their email address on a pizza website as on a banking website. Since so

many facets of technology access various pieces of personally identifiable information, it is
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almost impossible to keep track of exactly where and how much personal information is publicly
accessible. Furthermore, once a piece of information becomes public, it can be difficult to
redact. With an ever-increasing adoption of technology, it is important to become aware of what

personal information is revealed.

1.2 Purpose of Research

This research aims not only to educate and inform users on the breadth and depth of their
digital footprint, but to reform how they interact with online services to better protect their
personal information. Personal information should be just that, personal. This research will
address two different problems: first, assessing the amount of personal information currently

exposed, and second, assessing the impact of the exposure.

Understanding what information is currently exposed is the primary inspiration for this
research. Even individuals who have taken a vested interest to protect their personal information,
find it’s not easy to keep track of it all. In addition to discoverability of personal information, the
relationships of various digital information can also be meaningful. Instead of searching for all
the places that disclose information, why not try to discover what a single piece of information
discloses? In effect, this research not only reveals insight into the amount of personal

information exposed, but sheds light onto which pieces of information reveal the most.

To assess the impact of personal information, there needs to be a ranking of sensitivity
for different areas of personal information. This research project assigns a value to information
based on its level of uniqueness to an individual. Finally, this project assesses the vulnerability of

personal information, via research on its discoverability therefore increasing awareness.
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1.3 Project Approach
The goal of this project is to research digital footprints of a sampling of the population
that uses online services and then analyze that data for trends and patterns on how different

layers connect to make up a digital footprint.

Naturally for some users, uncovering information would be easier if they have public
profiles on multiple social networking sites. Other users, will find it more challenging to uncover
the same information. As a result, different profiles of the common digital footprint may emerge

for various demographics such as millennial, youth, and middle aged.

1.4 Research Questions

The following research questions will be addressed:

¢ (RI) How much information can be uncovered about a person given one or two
details?
e (R2) How can a digital footprint be captured and measured in size and impact

using various metrics?

The proposed research will also uncover personal information of people in various

demographics. This will help analyze and develop a metric of measuring digital footprints.

e Hypothesis (H1): Details that are generally unique to an individual yet common
(e.g. phone number and email address) reveal personal information. Because these
details are used in association with areas like work, school, home, and hobbies,
it’s expected they would lead to information that will reveal a great deal about

each of those areas.
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1.5 Definitions
¢ Digital Footprint - Information about a particular person that exists on the Internet as a
result of their online activity.
e Personal Information - Recorded information about an identifiable individual.
e Vulnerability - A weakness or area that is exposed or at risk.
e Assessment - Evaluation or estimation of the nature, quality, or ability of someone or
something.

e Data Mining - Practice of examining large databases in order to generate new

information.
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2 LITERATURE REVIEW

Numerous studies and academic articles exist on information privacy, digital footprints,
information leakage via social networking, and price of information. This chapter will analyze

current studies that are relevant to this research.

2.1 Categories and Classification of Personal Information

The term “personal information” can be vague since it can vary from culture to culture or
even person to person (Otsuki, 2013). In order to be a bit more transparent for research, it is best
to structure and classify the various aspects of what defines “personal information.” Literature
suggests that personal information can be divided into three categories or layers: peripheral,
intermediate, and core (Shibchurn, 2014). The peripheral layer (also called the identifier layer) is
composed of biographic data such as name, age, and gender. The intermediate layer (also called
the demographic layer) is composed of affiliations such as religion, political views, and
hometown. The core layer (also known as the favorites and tastes layer) is composed of emotions

and values such as favorite music/books, sports, and activities.

Clearly, some information is inherently more sensitive than others. According to a study
at Beijing University, “Appropriately classifying information is the basis for preparing formation
control strategy and for sharing information” (Shi, 2007). This classifies personal information

based on its value and sensitivity. Value is determined through elements such as reliability,
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increment, timeliness, availability, cost of creation, cost of service, cost of usage and cost of
opportunity. Sensitivity is determined through elements such as tolerance of exposure and

spread, cost of regeneration, and time of regeneration.

The problem is that the classification and separation of information is based on theories
not research. There is no attempt to actually discover information and verify sensitivity and
value. This research will use these methods of classifying and categorizing personal information

on collected data to compare sensitivity and discoverability.

2.2 Price of Personal Information

As mentioned previously, users are becoming more aware that their information is sold
for marketing and profit to third parties and has led a number of parties to voice privacy
concerns. “The U.S. Federal Trade Commission has noted that data collection can be invisible,
privacy notices may be difficult to understand, consumer profiles are sometimes very detailed,
and that there is a ‘risk that data collected for behavioral advertising — including sensitive data
regarding health, finances, or children — could fall into the wrong hands or be used for

299

unanticipated purposes’” (Ur, 2012). In an effort to gauge user’s interest on shouldering cost to
improve information privacy, there has been some research to measure just how much users
would be willing to pay. According to a study in New Zealand, “New Zealanders were willing to
pay NZD 55.40 (USD 28.25) for property rights to protect privacy. [It’s] estimated that
individuals in the US sample valued privacy at USD 30.49 to 44.62 while those in the Singapore
sample valued it at USD 10.45 to 26.93” (Rose, 2005). Similarly, other studies have found that

users value their browsing history for about 8$ (Kokolakis, 2017).
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A study of students from the University of Solerno found, “when asked to choose
between search quality and search privacy, 61% expressed their preference for privacy”
(Malandrino, 2013). Yet, preference does not always mean action. In fact, observations of
behavior in the marketplace suggest that people who express concern over their personal
information can be less selective in its protection and is known as the “privacy paradox™
(Norberg, 2007 & Dienlin, 2015). The discrepancy between preference and action can partially
be tied to gender and age. Women tend to be more concerned about privacy, yet men are more
likely to adopt protective behaviors (Bartel, 1999) and younger users are more likely to protect

their privacy than older ones (Kokolakis, 2017).

A recent study argued that online privacy behaviors are not paradoxical, but are based on
distinct privacy attitudes (Dienlin, 2015). These attitudes could mean that users are motivated to
protect their information, but they lack understanding of how and what to protect. Users who
employ privacy-enhancing behaviors also have more technical skills related to privacy. In short,
if people want to establish self-protecting behaviors they need a sufficient amount of technical
skills related to privacy (Dienlin, 2016). Studies have shown, “that users are willing to adopt
simple and easily applicable strategies, but not complicated tools which require advanced
technical skills or consume a lot of time” (Matzner, 2017). This project will produce results that
aim to educate non technical users on their current state of information vulnerability and to
understand which areas are at risk. Data privacy shouldn’t be limited to those who can

understand protection technologies.
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2.3 Personal Information Leakage Online

Users in this digital age are all living two lives: offline and online. Paper trails and digital
trails coexist making it difficult to segregate where information originates and resides.
Correlating digital information with an offline identity presents a risk of identity thefts, profile
cloning, compromised accounts, spam and phishing, online profiling, and online stalking to name
a few (Malhotra, 2012). The exponential growth of “smart” technologies has led to a socio-
technical environment in which tracking, data mining, and profiling have emerged (Matzner,
2017). The source of this digital information does originate from the user, however, it’s often
without their knowledge. When a user visits a website, 56% of the sites directly leak private
information (Krishnamurthy, 2011). Leaked data can include medical, financial, name, email

address, family, and other sensitive information (Malandrino, 2013).

Leaked information may or may not be damaging on its own, but it’s possible for a
malicious attacker to use that data across several sites and correlate it to a single user. According
to a study on correlating pseudonyms for social networking sites, “an attacker will find over 60%
of the user’s social networking profiles in the best-case (and more than 35% of the profiles in the

worst-case)” (Irani, 2009).

These studies concentrate on tool development (such as RequestPolicy, Ghostery,
NoScript, and AdBlock Plus) to reduce the amount of leakage. Limiting information exposure is
key in controlling personal information. Awareness of data collection is crucial in order for users
to implement information protection practices because, “it’s possible that users either are not
aware of privacy management strategies or find them too burdensome to employ” (Wisniewski,
2014). This research builds on the idea of exposing where and how information is leaked to

educate users on how to control it.
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3 METHODOLOGY

This chapter outlines the plans for the study and describes how answers for each

purposed research question will be found.

3.1 Project Design

The purpose of this research is to provide a template of a digital footprint that could be
applied to users outside of the research study. It is also designed to research how to find personal
information from a sampling of users from various demographics, and then analyze the results to
look for patterns or generalizations that could be applied to a broader population. The analysis
will provide users an insight into the current status of their personal information vulnerabilities

and where they can better protect it.

3.2 Institutional Review Board

The use of human subjects requires the approval of the Institutional Review Board (IRB).
According to the IRB, “human subjects are defined as "living individual(s) about whom an
investigator conducting research obtains (1) data through intervention or interaction with the
individual; or (2) identifiable private information." (Activities, 2017) Since this research project

intended to research 5-10 individuals, it required IRB approval.

As part of the application process, each participating faculty member and researcher

submitted a brief biography of themselves and completed the Collaborative Institutional Training
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Initiative (CITI) certification course, scoring at least 80% in all sections fulfilling the ethics

training requirement.

The application itself went through multiple review sessions with the IRB before gaining
approval. The approval permitted the study to determine the quantity and quality of information
that can be uncovered through a combination of three common identifiers: email address, phone
number, and name. The name identifier primarily benefits the researcher, so that there is some

assurance that information is being gathered about the right person.

The research employs various Internet searches and research techniques to use those
identifiers to uncover additional information online. Personal information available online is
what is known as a "digital footprint." Though a digital footprint technically encompasses all
personal information available online, this research will only search for predetermined categories
that vary in sensitivity. The categories are: additional phone numbers (cell/home/work), home
address, photo, hometown, current city, religion, employers, graduate school/college, high
school, favorite music, favorite books, favorite movies, favorite TV shows, favorite

sports/teams/athletes, and hobbies.

The analysis encompasses the ease or difficulty in uncovering these categories as well as
the value of each category. Given the sensitivity of this research, all data is encrypted and
secured while it is retained for three years as required by the IRB. The approval period spans
from March 28, 2017 to January 11, 2018. IRB application and research participation consent

form are listed in Appendix B.

10
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3.3 (R1) Data Collection

3.3.1 Layers

As mentioned in chapter 2.1, personal information can be divided into three main layers:
peripheral, intermediate, and core (Shibchurn, 2014). These layers also represent a gradient of
how ‘personal’ the information is. The core layer represents information that could apply to a
great number of individuals across cultures, demographics, and time. Still, the intermediate layer
is applicable to a large number of individuals, but it represents a smaller group than the core
layer. The peripheral layer contains information that generally identifies a specific individual.
Research categories are divided into these three layers according to their characterizations and
each layer is weighted according to its level of information sensitivity. Table 3-1 shows how

categories are divided among the three layers.

3.3.2 Weights

Information privacy can have different meanings among individuals. To one person,
public knowledge of their birthday and favorite movie is acceptable, but to someone else, it’s not
acceptable. While this research cannot accommodate each individual’s personal values, it still

can recognize the fact that not all information is equally personal.

This project will take into account the specificity of each layer in the analysis by
assigning a weight to each layer. The peripheral layer will be weighted higher than the
intermediate layer, and the intermediate layer will be weighted higher than the core layer. The

higher weight means that information tends to be more unique and bound to the individual. There

11
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are always exceptions to the rule, but this research will rely on previously defined

generalizations. More details of the weight structure are found in the section 3.4.

3.3.3 Data Organization

For this project, the digital footprint will contain a list of six items within each of the three
categories. Searching for items in each category allowed broad enough searches to retain
flexibility, but scoped the research to a definitive target. In a sense, the research could be
classified as a capture-the-flag of sorts for each individual. Additional categories of information
discovered along the way were noted with the rest of the participant data to be analyzed. Table

3-1 displays the list of categories divided by layer:

Table 3-1: List of Layers and Categories

Layer Category ‘
Peripheral Layer Birthday

Name

Email Address

Cell Phone/Other Phone #

Home Address

Photo

Intermediate Layer Hometown

Current City
Religion
Employers
Graduate school/college
High School

Core Layer Favorite Music
Favorite Books
Favorite Movies
Favorite TV Shows
Favorite Sports/Teams/Athletes
Hobbies

Grand Total 18

12
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There are six categories of information within each of the three layers, making a final
total of eighteen categories. The categories were chosen because they can be (and often are)
disclosed via social networking sites such as Facebook, Twitter, Instagram, Pinterest, etc. The
categories can help determine trends across research subjects without degrading the unique
quality of the information. The goal of the research is to try and discover as many of those

eighteen categories as possible online for each research participant.

Participants for this research were selected through personal referrals. To take part in the
research, all research participants provided their name, email address, and phone number. The

reasoning behind the choice of these identifiers include:

e Each research participant would most likely have all three identifiers.

e These identifiers would cause a low amount of discomfort for research
participants to disclose.

e These identifiers are most often used in online resources as search parameters.

e Identifiers were unique enough to the individual that they actually increased

confidence in search result accuracy.

Figure 3-1 shows the demographic of research participants. There were 3 males and 4 females.
Three were aged 18-24, one was 25-35, two were 35-45, and one was 65+. No participants were
between the ages of 45-65. Since all of the participants were provided as a referral, there was no

way to know ahead of time what the final demographic layout would be.

Most of the participants were referred by a single individual. That individual knew both
the researcher and the referred research participants. Most of the participants were referred by a

single individual. That individual knew both the researcher and the referred research participants.

13
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Participant Demographic
B Male ®Female
65+
45-65
35-45
25-35
18-24
3 2 1 0 1 2 3

Figure 3-1: Demographic of Research Participants

During the research, this individual was able to assist the researcher by answering
questions about the research participants and verify the accuracy of search results along the way.
The final results were verified with each research participant at the conclusion of the project

during a brief phone call to ensure accuracy of the results.

It was necessary to create a similar research experience for each research participant, so
that if needed, future research studies could replicate the results. To accomplish that, the same

resources were used for each person. Table 3-2 represents the final list of sites that were used on

all participants:

14
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Table 3-2: List of Resources Used for Research

Online Resource Name

http://Instantcheckmate.com
Maltego [https://www.paterva.com/]
https://intelius.com
https://haveibeenpwned.com/
http://www.zabasearch.com/
http://premium.whitepages.com
http://www.usernamecheck.com/
https://namechk.com/
https://spokeo.com
https://pipl.com
https://Knowem.com
http://123peoplesearch.com
http://truthfinder.com
http://Publicrecords.directory
http://Dobsearch.com

https://www.truepeoplesearch.com
https://nuwber.com/

This list of resources was curated from different sources. Several were taken from the book,
“How to Disappear.” The issue with any publication, whether books or articles, are the websites
that become broken or obsolete. They change at a rapid pace and it makes it difficult to maintain
a resource list that’s accurate. For example, at the beginning of the research, there was a site
called http://birthdatabase.com. It was an incredibly resourceful site; however, the site was taken
down before the research finished. Meanwhile, other sites were discovered during the research

period that didn’t exist when it began. Whenever a new site was discovered, it was added to the

list and used on all participants.

15
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Among websites listed in the resources, is the tool Maltego. Maltego is an open source

intelligence and forensics application, which offers data mining and information gathering.

Maltego has various third-party modules that use APIs to perform searches on a particular piece

of information, such as an email address. When provided an email address, Maltego searches for

a user mapped to that email address from various social networking sites such as Facebook,

Pinterest, Twitter, and Flickr. It also verifies the validity of the email address and attempt to map

it to a phone number. The scope of this research did not allow for the researcher to attempt to

‘friend’ the participant or take any action to attempt to get further access on a social networking

site by contacting the research participant in any way. The only method in scope was Open-

Source Intelligence Gathering (OSINT).

As categories were found in each resource, they were tracked in the following format in

OneNote as seen in Figure 3-2:

The peripheral layer (also called the identifier layer) is composed of biographic data such as name, age, and gender.
Birthday

Name

Email Address

Phone#

Home Address

Photo

I o

Intermediate Layer

and hometown.

Hometown

Current City

Religion

Employers

Graduate school/college
High School

I [

Core Layer

The core layer (also known as the favorites and tastes layer) is composed of emotions and values such as favorite
music/books, sports, and activities.

Favorite Music

Favorite Books

Favorite Movies

Favorite TV shows

Favarite Sports/Teams/Athletes

Hobbies

I o

The intermediate layer (also called the demographic layer) is composed of affiliations such as religion, political views,

Figure 3-2: Data Collection Format
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When a category was found (e.g. birthday), the URL of where it was found was included

for further tracking and data analysis as seen in Figure 3-3:

Intermediate Layer

The intermediate layer (also called the demographic layer) is composed of affiliations such as religion, political views,
and hometown.
Hometown
http://www.whitepages.com/phone/1- = =
Current City
http://www.whitepages.com/phone/1-s=  wms mew
Religion
https://www.facebook.com/profile.php?id=10000=w= ww=n

Figure 3-3: Example of Including Source in Data Collection

Data is tracked this way so personal information of research participants are not duplicated to an
additional source (which would cause further vulnerability to the research participant), and
thereby satisfy requirements set by the IRB. Noting the source of the information disclosure is

valuable for the analysis and to the research participant.

3.3.4 Research Steps
Initially the research was going to be done by starting with the outer circles of the Venn diagram

and working inward as shown in Figure 3-4. The order would have been:

e Name

e Email Address

e Phone Number

e Name and Email Address

e Name and Phone Number

e Email Address and Phone Number

Name and Phone Number and Email Address
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Name

Email Phone

Figure 3-4: Venn Diagram of Identifiers

However, keeping these strict combinations wasn’t possible since most sites don’t allow for
multi-parameter searches and if they do, it’s by name and location, not email address or phone

number. Instead, the research was done in the following phases as seen in Figure 3-5:

Phase 1:
Email Address

Phase 3:
Name &
Phase 2: Current City
Phone
Number

Phase 4:
Supplemental

Figure 3-5: Research Phases

The first phase is email. The email address was used across all sites from the resource list

that accepted an email address as a search parameter. All discovered categories were ticked off
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the list for that research participant in OneNote as shown in Figure 3-3, and the URL was noted
below. The same process was followed for phase two using the phone number. Once the first two
identifiers had been searched independently, their results were combined for the remaining
phases. If found from the previous phases, phase three uses the current city with the name as
search parameters. Once all initial identifiers were used across the list of online resources, the

research moved on to phase four, supplemental.

The supplemental phase consisted of taking additional research steps to uncover
categories that might not have applied to each research participant. This phase is dependent on
information previously gathered in phases one and two, and demonstrated information gathering
for a research participant often takes a mix of resources and methods. For instance, using
discovered photos can retrieve photo metadata such as the date the photo was taken, the camera
that took the photo, or even the GPS coordinates. Gmail can resolve an (@gmail.com address to a
name and photo. Information found about relatives or associates can also uncover missing
information. Oftentimes, searching for a relative or associate reveals information about the
research participant. The supplemental phase of research was often very successful, however,

due to the multifaceted searches, retracing categories back to identifiers was messy.

3.4 (R2) Data Analysis: The Personal Information Vulnerability Assessment Score

The inspiration for the Personal Information Vulnerability Assessment (PIVA) score is
the Fair Isaac Corporation score, also known as a FICO score. Its function is to calculate credit
scores for individuals. The calculation for the FICO score is comprised of five different weighted
areas of a person’s credit, and then added to provide a total score. The top FICO score is 850,

with the higher the score, the better. Similarly, the analysis on the collected data will be analyzed
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for each research participant to create what is known as the Personal Information Vulnerability
Assessment (PIVA) score. This score is comprised of a statistical measurement on all layers and
categories, and then calculated to determine a score with a high of 900. The formula is listed

below in equation 3-1:

PIVA = [P(NC) * Wyc + P(PL) * Wy, + P(IL) * Wy, + P(CL) * Wy, + P(S) * Ws] X 900 (3-1)

P(X) represents the probability of X being discovered given a subject’s email and phone
number and W’s represent weighting factors. These abbreviations define the categories of

information:

e NC: name and current city
e PL: peripheral layer
e IL: intermediate layer

e CL: core layer

S: supplemental.

Since each of the category probabilities are conditional probabilities on both email and phone
number, they could all be written as, P(NC) | P(phone number and email address). In short,
the probability of discovering someone’s name and current city, depends on the probability of
discovering their phone number and email address. However, since the phone number and email
address were provided at the beginning for this study, the probabilities are measured as 1, and

can be dropped from the final equation and be implied.
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Each probability carries a separate weight in the PIVA equation, similar to how each area

of credit carries a separate weight with a FICO score. For the PIVA score, the higher the weight,

means the associated probability represents a higher vulnerability of personal information. The

combination of name and current city has the potential to reveal more information about a

research participant than any other category, which is why it carries 35% of the weight. The next

highest is the peripheral layer which is weighted at 30%. The third category is the intermediate

layer weighted at 15%, followed the core layer at 10% and supplemental at 10%. The weighting

factors for PIVA and FICO calculations are shown in Figure 3-6:

PIVA Score Percentages

Core Layer
10%

Name and
Current City
35%

Intermediate

Layer
15%

Peripheral
Layer
30%

FICO Score Percentages

Mix of
accounts/types
of credit
10%
New
credit/inquiries
10%

Age of credit
history
15%

Debt/amounts
owed
30%

Figure 3-6: FICO and PIVA Weight Distribution

An important difference between the FICO score and the PIVA score is that a high score

has different meanings. The FICO score is assessing a person’s credit and a high score indicates

excellent credit and is the ideal. The PIVA score is assessing the vulnerability of personal
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information. The higher the PIVA score, the more the personal information is vulnerable. For

PIVA, a lower score is ideal.

Here is a proof of concept PIVA score calculation. Determining the probabilities for each
category comes from the final tally sheet for each research participant. An example tally sheet is

shown below in Figure 3-7:

The peripheral layer (also called the identifier layer) is composed of biographic data such as
name, age, and gender.

Birthday

Name

Email Address

Phone#

Home Address

Photo

RROORIE

The intermediate layer (also called the demographic layer) is composed of affiliations such as
religion, political views, and hametown.

Hometown

Current City

Religion

Emplayers

Graduate school/college

High Schoal

RIKIRIORIE

Core Layer

The core layer (also known as the favarites and tastes layer) is compaosed of emotions and
values such as favorite music/books, sports, and activities.

Favorite Music

Favorite Books

Favorite Movies

Favorite TV shows

Favorite Sports/Teams/Athletes

Hobbies

ROOROR

Figure 3-7: Example Set of Results

Using this example data set, the probability of name and current city P(NC) = 1, since the name
category is ticked in the peripheral layer and current city is ticked in the intermediate layer. The
probability of the peripheral layer is equal to the number of discovered categories in the

peripheral layer divided by the total number of categories as shown in equation 3-2:
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# of discovered categories

P(PL) =
(PL) total # of categories

4
_ (3-2)
P(PL) = ¢
P(PL) = 0.667

The same process is followed for the intermediate and core layers as seen in equation 3-3 and

equation 3-4:

# of discovered categories

P(IL) =
(L) total # of categories
5
P(IL) = 0.833
# of discovered cat [
P(CL) = of discovered ca eg.ones
total # of categories
3
P(CL) = A (3-4)
P(CL) = 0.50

The PS(S) is the probability that supplemental categories are discovered outside of the defined
eighteen. If there are additional categories, then the PS(S) = 1. For this example, no

supplemental categories are included so PS(S) = 0.

Now that the probabilities are calculated, they can be used in the PIVA equation to get

the score:
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P(NC)=1, P(PL)=0667, P(IL)=0833, P(CL)=050, P(S5)=0
PIVA = [P(NC) * Wy¢ + P(PL) * Wy, + P(IL) * Wy, + P(CL) *x Wgy, + P(S) * Ws] x 900

PIVA = [(1)(0.35) + (0.667)(0.30) + (0.833)(0.15) + (0.50)(0.10) + (0)(0.10)] x 900 (3-5)
PIVA = [0.35 + 0.20 + 0.125 + 0.05 + 0] X 900

PIVA = 0.725 x 900
PIVA Score = 653

The PIVA Score is 653. When all of the PIVA Scores are calculated for each research
participant, then they can be arranged in a normal distribution by calculating the average and

standard deviation. The standard deviation calculation will use the following formula in equation

3-4:

Y(x — x)?
(n—1) (3-6)

Normal distribution will determine where each score falls in relation to all scores, and make it

possible to determine which scores are average, high and low.
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4 DIGITAL FOOTPRINT COLLECTION AND ANALYSIS

The digital footprint collection consisted of gathering information from seven different

participants. This chapter goes into detail on the research of these participants.

One of the challenges with researching digital footprints is that no two footprints are
exactly the same. Scoping this project was a balance between acquiring enough data from each
research subject for a good analysis, while not exhausting available resources. The
predetermined list of categories was meant to be flexible in case the research became too

cumbersome. Thankfully, it turned out to be an ideal balance.

4.1 Research Results

Research participants are assigned IDs of RP_A through RP_H with ‘RP’ standing for
research participant. The final results for all research participants are located in Appendix A. The
blurred lines indicate redacted information to protect the participant. Below is a sample result for

RP G in Figure 4-1 and Figure 4-2:

The data for this research participant was acquired through a wide variety of sources as
seen by the difference in URLs. What’s interesting is this research participant’s phone number
showed as “unlisted” for most of the search results. Normally, the phone number was one of the
most revealing identifiers for other research participants, but in this case, the results came

primarily from the supplemental phase of the research. The following sections go into detail on
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the analysis for the identifiers, categories, and participant results. Measuring effectiveness for

each of the four research phases is suggested in chapter 5 as part of future work.

ID: RP_G

Peripheral Layer

The peripheral layer (also called the identifier layer) is composed of biographic data such as name, age, and gender.
[ | Birthday
Name

Possible full name? Looks like Laurel might be a middle name

https://registrar. g @/ registrar/graduation/commencemeny = = oy =g e
https://pipl.com/search/?q=i e« Seadaiit&I=&sloc=Rin=6

Found middle name

/| Email Address
https://pipl.com/search/? - t&I=&sloc=&in=6
/| Other Phone#
https://www truepeoplesearch.com/results?names=i @i Sl &rid=0x0
Home Address
http://www.homefacts.com/address/lllinois/Mchenry-County /g s cmm oo w0 i -

ttps //www facebook com/-.-.l.-

Intermedi Layer
The intermediate layer (also called the demographic layer) is composed of affiliations such as religion, political views,
and hometown.
Hometown
https://www.facebook.com/s i Numsl
http://www.switchboard.com/phone/1-%ia Jua s
Current City
http://www.homefacts.com/address/lllinois/Mchenry-Coun o ——
DLRLISRTI L vy
Intelius
[Maltego] https://plus.google.com/116799 M0l W & %
Religion

https://www.| andora com/profile/thumbs
| | Employers
Graduate school/college
https://registrar. s weu/registrar/graduation/commencement, & Fsamas g

https://scontent-sjc2-1 xx.fbedn.net/v/i o B0 0 B R 0B L
och=d89%s s s @ 5. & 50 . 1b1&0e=58963853
[Maltego) https://plus.google.com,/c s S ww w5

[ | High School

Figure 4-1: RP_G Results
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Core Layer
The core layer (also known as the favorites and tastes layer) is composed of emotions and values such as favorite

music/books, sports, and activities.
Favorite Music
[Maltego] https://www.pandora.com/profile,
https://www.pandora.com/profile/thumbs
https://www.spokeo.com/social/profile?q=sw-xZ2 AydICml Smemes = o o0 s YFomlKA2cc&loaded=1
Favorite Books
https://www.facebook.com/lmwms mm/photos?source_ref=pb_friends_tl
Favorite Movies
https://www.facebook.com/ mwms wmsl/photos?source_ref=pb_friends_tl
Favorite TV shows
https://www.facebook.com/lmess “gml/photos?source_ref=pb_friends_tl
Favorite Sports/Teams/Athletes
Hobbies
https://registrar.byu.edu/registrar/graduation/commencement/2015Su_Program.pdf
https://www.pinterest.com f
Possible pinterest page
https://www.facebook.com e
Other Info
Relatives/Associates
http://www.homefacts.com/address/lllinois/Mchenry-County/Crystal-Lake/60014/ i ' o i -
RS html
https://www.truepeoplesearch.com/results?name= mmrw= = = e &rid=0x0
[Maltege] https://plus.google.com/116 "sww v . 475
Home Value
http://www.homefacts.com/address/lllinois/Mchenry-County/Crystal-Lake/60014/ i e wmem
T
Sale information on their house
https://www.co.mchenry.il.us/fhome/showdocument?id=# 1 5~

K]

K]

K]

K]

97160ada45c666e =588D197F

Spouse
https://scontent-sjc2-1.xx.fbcdn.net/t31.0-8/10355535_783&70 0@ 368 7_1306614173807182393 o.]
Intelius

Political views
https://www.facebook.com

Figure 4-2: RP_G Results Continued

4.2 Analysis of Identifiers
The research pivoted on two main identifiers, email address and phone number. The project

hypothesized that these two identifiers would be successful in uncovering further information,
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however, the efficacy of each identifier was unknown in advance. The success rates given an

email and phone number are listed in Table 4-1:

Table 4-1: Success Rates for Layers Given Email and Phone Number

Layer Success Rate

Peripheral 77.08%
Intermediate 64.58%
Core 54.17%
Overall 65.28%

The results indicate that of the 18 categories, with a phone number and email address an
average of 11.75 could be discovered. That gives an overall success rate of 65.28%. Note that the
peripheral layer, which contains the information that is most unique to an individual, had the
highest success rate of 77.08%. Therefore, if provided with an email address and phone number,
a researcher will be 1.2 to 1.4 times more successful in finding uniquely identifying information
than demographic or preferential information. This disproves the assumption that highly personal

information is more difficult to find.

These success calculations are based on having both an email address and phone number
since that is how the data was collected and organized for all of the research participants. In
order to calculate a separate success rate for an email address and phone number, the research
was revisited for RP_A and RP_H. All of the data for RP_A was revisited to determine what
information was discovered with only a phone number, and RP_H’s data was revisited to
determine what information was discovered with only an email address. The results are below in

Figure 4-3 and Figure 4-4:
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RP_A: Phone Number Data

Peripheral Layer
The peripheral layer (also called the identifier layer) is composed of biographic data such as name, age, and gender.

Birthday
Name

Email Address
Cell Phone#
Other Phone#
Home Address
Photo

RIKKRIRIKIK]

Intermediate Layer

The intermediate layer (also called the demographic layer) is composed of affiliations such as religion, political views,
and hometown.

Hometown

Current City

Religion

Employers

Graduate school/college

High School

KIKRIDKIO

Core Layer
The core layer (also known as the favorites and tastes layer) is composed of emotions and values such as favorite

music/books, sports, and activities.
Favorite Music

Favorite Books

Favorite Movies

Favorite TV shows

Favorite Sports/Teams/Athletes
/] Hobbies

S

Other Info

Relatives
[] Mother's Maiden name

Phone Type

Figure 4-3: Research Participant RP_A Results Using Only Phone Number
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RP_H: Email Address Data

Peripheral Layer

The peripheral layer (also called the identifier layer) is composed of biographic data such as name, age, and gender.
Birthday

Name

Email Address

Cell Phone#

Other Phone#

Home Address

Photo

RIDOOORIE

Intermediate Layer

The intermediate layer (also called the demographic layer) is composed of affiliations such as religion, political views,
and hometown.

Hometown

Current City

Religion

Employers

Graduate school/college

High School

RIKKIRIKIL]

Core Layer

The core layer (also known as the favorites and tastes layer) is composed of emotions and values such as favorite
music/books, sports, and activities.

Favorite Music

Favorite Books

Favorite Movies

Favorite TV shows

Favorite Sports/Teams/Athletes

Hobbies

Riboooon

Figure 4-4: Research Participant RP_H Results Using Only Email Address

RP A and RP_H were selected because each of them had the highest amount of information
uncovered compared to the rest of the research participants and this proof of concept will
encapsulate a worst-case scenario for both the phone number and email address respectively.

Figure 4-5 is proof of concept for what is possible to gain with each identifier separately.

In this instance, an email address is capable of disclosing information from each of the
three layers: peripheral, intermediate and core. It’s most effective with the intermediate layer, but

overall captures nearly half of the 18 categories.
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Figure 4-5: Categories Discovered from Phone and Email Separately

The phone number revealed 12 of the 18 categories, including all categories in the peripheral
layer. This demonstrates that each identifier can reveal multiple levels of information. The phone

number in this instance has a greater impact by 4 categories.

Figure 4-6 shows how categories are mapped to an email address or phone number, or in
some cases, both. Some map to only one, like favorite books, while others map to both, like
current city. There is a total of seven categories that map to both an email address and phone

number.

Figure 4-7 displays the same information, but each node is weighted based on how many
connections that node has. The bigger nodes have multiple connections showing that they are
capable of revealing a variety of information. This analysis of the phone number and email
address primarily highlight the fact that they are both influential identifiers in uncovering
personal information from all layers and are sufficient to uncover the needed data for each

research participant in this study.
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Home Address
Associates [Relatives “
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% Hobbies
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Birthday !
Peripheral Intermediate Graduate School/Coliege
Peripheral o
Intermediate hi
»

>

Intermediate Employers

Phone Number \
Peripheral Peripheral EEEE*
Intermediate Current City
Periphera
»

' Intermediate Intermydiate
Peripheral @/’( Interty diate
0 High School \
Intermediate v
B. - sy,

Peripheral

CelljOther Phone #

Peripheral Email

Intermediate

fr.

Religion

Photo

Figure 4-6: Mapping of Categories to Email Address and Phone Number
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Figure 4-7: Weighted Mapping of Categories to Phone and Email

4.3 Analysis of Categories

Calculating the probability for discovering a specified category is shown in equation 4-1:

e ;2’;_ 4 Category discovered 4-1)

P(Category) | P(Email and Phone number) = Total number of research participants

Again, like the PIVA Score calculation, this is a conditional probability dependent on the
probability of obtaining an email address and phone number. Since the probability for obtaining

an email address and phone number in this scenario is 1, it will be dropped from the equation and
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implied. As an example, the category birthdate, was discovered 5 times among 8 research

participants. Plugging those numbers into equation 4-1 would be:

P(Birthdate) = = (4-2)
P(Birthdate) = 0.625

In short, the probability of discovering a birthdate is 62.5%. The probabilities for each of the
categories are shown in Figure 4-8. All categories in the peripheral layer had probabilities greater
than 60%, whereas the intermediate and core layers had a wider range from 37% to 100%. This
indicates that an email address and phone number are more successful in uncovering information
in the peripheral layer than any other layer and likely represents the amount of information
publicly posted online.

Current city and hobbies both have probabilities of 1, meaning those categories were
discovered for every single research participant. Recall that the heaviest weighted category of the
PIV A score 1s 35% for name and current city. Since the probability for discovering the current
city is 100% and the name is 87.5%, all participants will have it as part of their PIVA score.

One measurement that could not be captured very well is the quantity of data for each
category. Categories in the peripheral layer typically have one piece of data per category, whereas
categories in the intermediate and especially core can have multiple pieces of data per category.
Although the quantity couldn’t be measured, quality was not affected. For a category such as

hobbies, only one is necessary to be effective in something like a phishing campaign.

34

www.manaraa.com



g¢

Probability by Category

1.2
1
1
0.875 0.875 0.875 0.875
0.8 0.75  0.75 0.75
0.625 0.625 0.625

0.6

o4 0.375 0.375 0.375

0.2 0. 25

0

o &c,‘o & & O S \éga S & & ¥ & ¢ & ‘6@5’
& & & N & & ® Q>° RN RO
Q \“?‘ Yo ¥ & KN e &Y o ¢ W Q
QY7 & Qv SRS AN S S A 40‘\ & & & e O
\’(y@ \2\0 N N4 6‘:(:’\\ 7 N4 ({b < ’$\0 > ée? K &\
TRV & &7y O O @
S & o
& ¢’
N\ &
40
<<“b
o7
Bcorelayer [@intermediate Layer @Peripheral Layer

Figure 4-8: Probability by Category
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Another element that could affect the probability results is the difficulty of redacting

information. Most categories found in the core layer are often found on sites such as social

media, whereas information in the intermediate and peripheral layers are found within public

records. It’s possible core layer information could be harder to find because it’s easier to redact.

4.4 Analysis of the Research Participants: PIVA Score

The PIVA score calculation was developed for this project to assess the vulnerability of

personal information for each research participant in a way that captures information

discoverability at varying levels of information value.

Table 4-2 shows the PIVA score for each research participant:

Table 4-2: PIVA Scores for Research Participants

Participant ID | PIVA Score

RP A
RP B
RP D
RP E
RP F
RP G
RP H

833
720
758
750
750
795
833

The majority of scores are in the 700-800 range. The normal distribution calculations of the

remaining PIVA scores are shown in Figure 4-9. The average is 777 with a standard deviation of

44. + 1 standard deviation is 733-821 which has an area(probability) = 0.683. This will

become the standard to which the PIVA score is rated on the graph.
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645 689 733 7T 821 B6S 909

Figure 4-9: Normal Distribution of PIVA Scores

If the calculated PIVA score falls within the range of 733-821 it will be considered average and
marked yellow. If the calculated PIVA score is higher than 821, then it will be marked red,
indicating that the information vulnerability is higher than normal. The ultimate goal is to have a
lower score, so any scores calculated at less than 733 will be marked green. Figure 4-10 shows

the PIVA score for RP_A.

This PIVA score is the record high at 833. It is marked red since it’s greater than the

average range of 733-821 and indicates large amounts of exposed information across all

sensitivity layers.
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PIVA Score RP_A

333

Figure 4-10: PIVA Score for RP_A
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S CONCLUSIONS AND FUTURE WORK

The purpose of this research was to educate and inform users on the breadth and depth of

their digital footprint by addressing two different questions and hypotheses:

¢ (RI) How much information can be uncovered about a person given one or two
details?

e (R2) How can a digital footprint be captured and measured in size and impact
using various metrics?

e Hypothesis (H1): Details that are generally unique to an individual yet common
(e.g. phone number and email address) reveal personal information. Because these
details are used in association with areas like work, school, home, and hobbies,
it’s expected they would lead to information that will reveal a great deal about

each of those areas.

From the research, it was found that an email address and phone number were sufficient to
uncover the breadth of information exposure for an individual. Also, the PIVA calculation was
formulated to assess the impact of information exposure and report the greatest areas of risk

based on a weighted scale.
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5.1 Project Contributions

This project provides the following contributions:

e Proved email addresses and phone numbers are effective in discovering personal

information regardless of demographic.

e Proved information characterized as highly personal is 1.2 to 1.4 times more

likely to be discovered.

e Provided a metric known as the PIVA score that captures the vulnerability and

extent of exposed personal information based on research.

e Documented the process and results of ethical and secure Open-Source

Intelligence (OSINT) gathering on seven research participants.

Information disclosure affects all users online. Data collection is invisible, privacy
notices are difficult to understand, and sensitive data regarding health, finances, or children are
collected for behavioral advertising. The majority of users show concern for information privacy,

but few have adopted protective behaviors. The key is knowing where to start.

Research concluded that personal information is readily available online and easily
acquired, regardless of age or demographic. Protecting personal information should begin with
identifiers such as email addresses and phone numbers, since they were proven to reveal

information across all levels of sensitivity.

This project allows users to understand exactly what types of information are exposed,
and how they can be discovered. No other research has attempted to extensively research
individuals using a small number of identifiers and analyze the resulting information exposure.

Furthermore, this project has adopted and modified the FICO metric to create a new PIVA metric
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that encapsulates the vulnerability and extent of exposed information to educate users and

provide insight into areas of greatest risk.

5.2 Future Research

This research lends itself to a variety of future research projects:

e Generate separate result lists for each phase of research (instead of a combined

final result) to analyze the effectiveness of each phase.

e Study each resource individually to determine which tools are most effective.

e Research the probability of acquiring identifiers such as email addresses and

phone numbers since the current study used a probability of 1.

e Repeat the research using different identifiers.

e Repeat the research using additional or alternate categories.

e Repeat the research using additional participants with more diverse demographics.

e Research the effectiveness of personal information redaction techniques by
performing a before and after analysis of a research participant that used the

techniques.

e Include before and after surveys that determine if PIVA scores are an effective

tool to raise user awareness about personal information vulnerability.

e Expand the list of resources, or develop a tool to acquire personal information.

e Improve PIVA score formula.
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Information privacy is a growing concern and there are plenty of areas that are yet to be
explored, as seen from this list. A logical next step would be a study of the adjustment of a PIVA
score before and after remediation efforts. The design behind the PIVA score was to provide a
point in time metric of information exposure that individuals could aim to improve. If an
individual undergoes remediation efforts to better protect their information and their PIVA score

improves, then it would demonstrate that the metric works as designed.

Another current limitation of the PIVA score is that the categories of name and current
city are counted twice: once as part of their own category, and then a second time as part of the
peripheral and intermediate layer probabilities. The use of additional categories would make it
possible for the ratios of category to layer to remain the same without double counting the name

and current city categories in the PIVA equation.

Additionally, the PIVA score could consist of various equations that each represent
various scenarios. For instance, one scenario could be the vulnerability of social engineering
attacks (e.g. spear phishing). This type of vulnerability would put greater emphasis on the
intermediate and core layers since that type of information is generally used for social
engineering. Another view could be the vulnerability for identity theft. This type of vulnerability
would put greater emphasis on the peripheral layer or applicable supplemental data, since
oftentimes password reset or security questions often include information found within those

arcas.

5.3 Potential Applications
This project was designed to apply to users outside of the study. The PIVA scores from

the participants in the study can be used by others to start protecting their own information by
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understanding common pitfalls from participants in the study. If the research could be
automated, it could be applied to a larger population as a service. Just as financial institutions
utilize FICO scores to determine interest rates, they could also utilize PIVA scores. A low PIVA
score indicates a low probability of information vulnerability which also means a lower
probability of identity fraud. Financial institutions could incentivize customers who show

dedication toward protecting personal information and maintaining a low PIVA score.

Information privacy is a growing concern and more are taking advantage of it rather than

protecting it. This project is one step toward changing that.
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APPENDIX A. RESEARCH RESULTS

ID: RP_A

Peripheral Layer

The peripheral layer (also called the identifier layer) is composed of biographic data such as name, age, and gender.
Birthday

Intelius

Name

Gmail

Email Address

Instantcheckmate

Cell Phone#

Inselivs

Instantcheckmate

K K &K

&
o
[=d
>
o
b}
=2
-0
>
o
£

: ? 1=&sloc=&in=6
https://www.truepeoplesearch.com/results?name=""we % % ay&rid=0xll
Instantcheckmate

Home Address

Intelius
https://www.truepeoplesearch.com/results?names= s s s &rid =0xll
Instantcheckmate

Photo
Intelivs

Instantcheckmate

Intermediate Layer
The intermediate layer (also called the demographic layer) is composed of affiliations such as religion, political views,
and hometown.
Hometown
https://www.facebook.com =
Instantcheckmate
Current City

https://www.truepeoplesearch.com/results?name: rid=0xll

Instantcheckmate

Instantcheckmate

Religion

https://www.truepeoplesearch.com/results?name: rid=0xll
Employers
https://www.truepeoplesearch.com/results?name=/a W B w2 &rid=0xl
Instantcheckmate

Graduate school/college

Instantcheckmate

[] High School

KK

iy
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Core Layer

The core layer (also known as the favorites and tastes layer) is composed of emotions and values such as favorite

music/books, sports, and activities.

<

RICICIE]

<

Favorite Music

https://www.facebook.com -w
Favorite Books

Favorite Movies

Favorite TV shows

Favorite Sports/Teams/Athletes
https://www.facebook.com/wws gms = =
Hobbies

https://www.truepeoplesearch.com/results?name rid=0xll

Additional Info

v

<

S N B A N N N Y

Spouse

Intelivs

Acquaintances

https://www truepeoplesearch.com/results?name=/ s "o I wn&rid=0xll
Inelivs

CarVIN #

http://www.switchboard.com/phone/. 58 == =
Verified that Email was pwned in HavelBeenPwned
http://haveibeenpwned

Myspace Account

http://haveibeenpwned

Middle Name

Intelius

College Degree

Intelius

Age
https://www.truepeoplesearch.com/results?name="= 5 = 0 &rid=0xll
LinkedIn

Instantcheckmate

Facebook

Instantcheckmate
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ID: RP_B

Peripheral Layer

The peripheral layer (also called the identifier layer) is composed of biographic data such as name, age, and gender.
Birthday

Name

Gmail

Email Address
http://www.switchboard.com/phone/1-8 =& = & &
Other Phone#

Home Address

http://www.switchboard.com/phone/1- I Bl
https://nuwber.com/person/563a2b35. 5 8 == "L & &
Photo

https://www.pinterest.com

K RIC

RIC]

iy

Intermediate Layer

The intermediate layer (also called the demographic layer) is composed of affiliations such as religion, political views,
and hometown.

Hometown

http://ww3. rg/clc/studentservices/Pages/Home.aspx
Current City
https://nuwber.com/person/563a2b35cfill i 0w W
Religion

https://www.pinterest.com

Employers

Graduate school/college

High School

http://ww3 rg/clc/studentservices/Pages/Home.aspx

< K

<

RICIC]

Core Layer
The core layer (also known as the favorites and tastes layer) is composed of emotions and values such as favorite

music/books, sports, and activities.
Favorite Music (try and find Pandora account?)
http://www.pandora.com/people
Favorite Books
Favorite Movies
Favorite TV shows
https://www.pinterest.com
Favorite Sports/Teams/Athletes
Hobbies
https://www.pinterest.com

RICIC]

(N

Other Info
Relatives/Associates
https://nuwber.com/person/563a2b35 " maw
https://nuwber.com/person/563a2b35..c oo .. .
http://hodges-directory.us/directory.php?g=3052-& =i & S s s Bosn s =0
Intelivs

Mother's Maiden Name
Whitepages

48

www.manharaa.com




ID:RP_C

Peripheral Layer

The peripheral layer (also called the identifier layer) is composed of biographic data such as name, age, and gender.
Birthday

Name

Email Address

Other Phone#

http://www.refugeforums.com/refuge/threads/british-la

Whitepages Number

Home Address

Whitepages Number
[ | Photo

R

Intermediate Layer
The intermediate layer (also called the demographic layer) is composed of affiliations such as religion, political views,

and hometown.
Hometown
http://npnr.org/404/376/2329/406 B0 W html
http://www.refugeforums.com/refuge/threads/british-lab
Current City
Whitepages Number
Religion
Employers
Graduate school/college
High School

<

HNn

Core Layer
The core layer (also known as the favorites and tastes layer) is composed of emotions and values such as favorite

music/books, sports, and activities.

Favorite Music

Favorite Books

Favorite Movies

Favorite TV shows

Favorite Sports/Teams/Athletes

Hobbies
http://www.refugeforums.com/refuge/threads/british-labs

RICIOHIE

Other Info

Relatives
http://www.refugeforums.com/refuge/threads/british-labs= & &'
Whitspages. Number

Mother's Maiden name
Intelius
https://www linkedin.com/in, et s B0 0
Whitepages. Number

Possible Namesake
https://www .truepeoplesearch.com/results?name= B B il Bl o ol i IS 0 s 1 0x0
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ID: RP_D

Peripheral Layer
The peripheral layer (also called the identifier layer) is composed of biographic data such as name, age, and gender.

Birthday
Intelius

Name

Gmail

Email Address
Intelius

Other Phone#
Intelius

Home Address

Intelius
Photo

<O KRR KK

Intermediate Layer
The intermediate layer (also called the demographic layer) is composed of affiliations such as religion, political views,

and hometown.

Hometown

Current City
Whitepages

Religion

Employers

Intelivs

Graduate school/college

Intelius
High School

RIC]

[ & K

Core Layer
The core layer (also known as the favorites and tastes layer) is composed of emotions and values such as favorite

music/books, sports, and activities.
Favorite Music

Favorite Books

Ingelius

Favorite Movies

Intelius

Favorite TV shows

Intelius

Favorite Sports/Teams/Athletes
Hobbies

Intelius

< & RO

RIC]

Extra Info Found

Relatives and Relative Work History
Intelivs

Pet/Pet Name
Intelius

Phone Carrier
Whitepages

Maiden Name
Intelius
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ID:RP_E

Peripheral Layer

The peripheral layer (also called the identifier layer) is composed of biographic data such as name, age, and gender.
Birthday

Name

Gmail

Email Address

Other Phone#

Intelius

Home Address
https://nuwber.com/person/563a2b
Photo

https://www.pinterest.com

KIL]

< & ORI

Intermediate Layer
The intermediate layer (also called the demographic layer) is composed of affiliations such as religion, political views,
and hometown.
Hometown
https://nuwber.com/person/563a2b39
Current City
https://nuwber.com/person/563a2b39
Religion
https://www.facebook.com/ mwm s o &0 S B0 . B 199200986%3A1510199153
https://www.pinterest.comsmmamm = . /byutv/

| | Employers
[ ] Graduate school/college
High School
http://home.d47.org/bastrebel/files df
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Core Layer
The core layer (also known as the favorites and tastes layer) is composed of emotions and values such as favorite
music/books, sports, and activities.

Favorite Music

https://www.pinterest.com g = +/hamilton/
Favorite Books

https://www.pinterest.com book

https://www.pinterest.com harry-potter,
Favorite Movies

https://www.pinterest.com star-wars/

https:[waw.pinterest.comu-.lmarvell

https://www.pinterest.com; . . disney/

https://www.pinterest.com ‘harry-potter,
Favorite TV shows
www.pinterest.com q’mwcv[

https://www.pinterest.com; s . tv-fandoms/

[ | Favorite Sports/Teams/Athletes

Hobbies
https://www.pinterest.com drawing/
https://www.pinterest.com bakin
https://www.pinterest.com 'writin

https://www.pinterest.com s /acting/
https://www.pinterest.com Cosplay ideas/|

Other Info

Spouse/Relatives
https://nuwber.com/person/563a:

Possible previous addresses (these are tied to spouse/relative might not apply to this individual)
https://nuwber.com/person/563a2

Mother's Maiden name
Intelius
Whitepages

Phone Carrier
Whitepages
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ID:RP_F

Peripheral Layer
The peripheral layer (also called the identifier layer) is composed of biographic data such as name, age, and gender.

Birthday
http://birth-records.mooseroots.com/d/b/ s wmmma

D https://www facebook.com/profile.php "= —EEE L I &

Name
Gmail|
| | Email Address
Other Phone#
http://69.175.16.130/~fair/wp-content/uploads/2016/02/ & & mem s
Home Address
http://www.peoplebyname.com/callerid o e
http://www.peoplebyname.com/people,
Photo
http://prwolfprints.com/features/2014/ 5w wmwmme s

www facebook.com/profile.php?ids mmse g

Intermediate Layer

The intermediate layer (also called the demographic layer) is composed of affiliations such as religion, political views,
and hometown.

Hometown

http://www.whitepages.com/phone/lss = mm s n

Current City

http://www.whitepages.com/phone/1:8 © ‘.

Religion

https://www .facebook.com/profile.php?id=1

Employers

Graduate school/college

High School

http://prwolfprints.com/features/2014; we v s cmmm——

LYY

<

RS|I |

Core Layer
The core layer (also known as the favorites and tastes layer) is composed of emotions and values such as favorite

music/books, sports, and activities.
Favorite Music

Facebook Likes

Favorite Books

Favorite Movies

Favorite TV shows

Favorite Sports/Teams/Athletes

Hobbies

http://prwolfprints.com/features/2014/ w= = e sy

RS I ]
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Other Info
Associates/Relatives
http://hodges-directory.us/directory.php?g=3ncS-m © s s sem omn Ssms wam 0
http://69.175.16.130/~fair/wp-content/uploads/& o 0 m nnm mar
http://www.peoplebyname.com/people,
Photo of home
http://www.remax.com/realestatehomesforwle[ﬁ
Value of home
http://www.remax.com/realestatehomesforsale
Birth State of parents
http://birth-records.mooseroots.com/d/b; s mem—
Mothers Maiden Name
http://birth-records.mooseroots.com/d/b /M aemn
Father Employment/Address History
https://pipl.com/search/?t=0DRhZGNmMNmMVjNTBjYzhhMW DAQ
&in=88&q=815-444-86288&sloc=&|=&avatar=avatar-2
Languages
Facebook Likes
Facebook Groups
Phone Carrier

Whitenages

Ny

<K

Ky

iy

iy

Ky
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ID:RP_G

Peripheral Layer
The peripheral layer (also called the identifier layer) is composed of biographic data such as name, age, and gender.
| | Birthday
Name
Possible full name? Looks like Laurel might be a middle name
https://registrar.byu.edu/registrar/graduation/commencement/2015Su_Program.pdf

https://pipl.com/search/?q=" s = Sl sl &1=&sloc=&in=6

Found middle name

Email Address
https.//pipl.com/search/?q P o |t&I=&sloc=&in=6

Other Phone#
https://www truepeoplesearch.com/results?name=is @il Meaian&rid=0x0

Home Address
http://www.homefacts.com/address/lllinois/Mchenry-County/Crystal-Lake/60014/ m o -
[Ny A SS |

Photo
https://pipl.com/search/?q=Laun smasimn &l=&sloc=&in=6

https://www.facebook.com/lmam “aaa

Intermediate Layer
The intermediate layer (also called the demographic layer) is composed of affiliations such as religion, political views,

and hometown.

Hometown
https://www.facebook.com/ e Numel
http://www.switchboard.com/phone/1-5i8 Jad EeD

Current City
http://www.homefacts.com/address/lllinois/Mchenry-County/Crystal-Lake/60014,
DY ISR §
Intelius
[Maltego] https://plus.google.com/11679% M vl W & %

Religion
https://www.facebook.com/ k& i about?section=contact-info&pnref=about
https://www.pandora.com/profile/thumbs

| | Employers

Graduate school/college
https://registrar.byu.edu/registrar/graduation/commencement/20155u_Program.pdf
https://scontent-sjc2-1 xx.fbcdn.net/v/t1.0-9/425672_484335884930102_ 1199939819 n.jpe?
oh=d89m s e @ vl @ 00 .1b18&0e=58963853

[Maltego] https://plus.google.com, . i wwms ww w5
[ ] High School
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Core Layer
The core layer (also known as the favorites and tastes layer) is composed of emotions and values such as favorite

music/books, sports, and activities.
Favorite Music
[Maltego] https://www.pandora.com/profile
https://www.pandora.com/profile/thumbs,
www.spokeo.com/social/profile?g=sw-xZ2 AydIC ST B T R YFomIKA2cc&loaded=1
Favorite Books

https://www facebook.com, s /photos?source_ref=pb_friends_tl

Favorite Movies
https://www facebook.com, aul/photos?source_ref=pb_friends_tl
Favorite TV shows
https://www facebook.com, i hotos?source_ref=pb_friends_tl
Favorite Sports/Teams/Athletes
Hobbies
https://registrar.byu.edu/registrar/graduation/commencement/2015Su_Program.pdf
https://www.pinterest.com f
Possible pinterest page
https://www.facebook.com/ ms=ms
Other Info
Relatives/Associates
http://www.homefacts.com/address/illinois/Mchenry-County/Crystal-Lake/60014/ m b e -

R R K]

R

SR html
https://www truepeoplesearch.com/results?name= s = = = & rid=0x0
[Maltege] https://plus.google.com/116 75

Home Value
http://www.homefacts.com/address/illinois/Mchenry-County/Crystal-Lake/60014/ s e wmm
Do B3 872 1

Sale information on their house
https://www.co.mchenry.il.us/home/showdocument?id=#4 5. 5%

97160ada45c666e =588D197F

Spouse
https://scontent-sjc2-1 xx.fbcdn.net/t31.0-8/10355535_783875 078 388 7_1306614173807182393_0.jpg
Intelivs

Political views
https://www facebook.com, "
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ID:RP_H

Peripheral Layer
The peripheral layer (also called the identifier layer) is composed of biographic data such as name, age, and gender.
Birthday
[Ripl-Email] Age https://pipl.com/search/?q=wn wma s’ %40att.net&I=&sloc=&in=5

[Pipl] Date https://www.linkedin.com/in/kswma s

Intelius (usmg phone #)
Email Address

Inteliu5|

Other Phone#

[Ripl] https://pipl.com/search/?q=imwnimani’ '%40att.net&I=&sloc=Rin=5
Intelius

Home Address
[Rinl] https://pipl.com/search/?q= i sl if7%40att.net&I=&sloc=&in=5
Intelivs

Photo
[Pipl] https://pipl.com/search/?q=l= gon wmme 77%40att.net&I=&sloc=&in=5
[Pipl] https://www.linkedin.com/in /l s s
[Rinl] https://www.facebook.com/lsges fspmmd 05

Intermediate Layer
The intermediate layer (also called the demographic layer) is composed of affiliations such as religion, political views,
and hometown.

[ | Hometown

Current City

[Pipl] https://pipl.com/search/?q=li & il & 1" 7%40att.net&|=8&sloc=&in=5
Religion

[Pipl] https://www.linkedin.com/in/l s s s

[Pipl] https://www.facebook.com/fawrwn wmmmd 2 7
Employers

[Maltego] https://twitter.com/beam ™

Intelius

Graduate school/college
[Pipl] https://pipl.com/search/?q=mrus wmmess” %40att.net&I=8&sloc=&in=5
High School
[Pipl] https://pipl.com/search/?q=liws wmeni T %40att.net&I=8&sloc=&in=5
Intelivs
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Core Layer
The core layer (also known as the favorites and tastes layer) is composed of emotions and values such as favorite
music/books, sports, and activities.
Favorite Music
[Maltego] http://www.pandora.com/profile/stations
[Pipl] https://www.amazon.com/wishlist/ T =T w T
Favorite Books
Favorite Movies
Favorite TV shows

[Maltego] https://twitter.com,/ i s w ™ ffollowing

RO

[ ] Favorite Sports/Teams/Athletes
Hobbies
[Maltego] https://klout.com/ls s s me o ©

[Maltego] https://www.pinterest.com /b v @ /following/
[Pipl] https://www.linkedin.com/in/l s wal

Other

Associates
[Maltego] ttps://plus.google.com 114

Username
[Pipl] https:
Languages
[Pipl] https://www.linkedin.com/in/ly “wmss

Political Views

[Pipl] https://www.facebook.com/ks s vmme & B 1

Phone Carrier

Whitepages.

K

RNENCY

iy
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APPENDIX B. IRB DOCUMENTS

One (1) printed unstapled copy must be submitted Page 1 of 15

BYU IRB USE ONLY:

Application for the o [ ]
[ ]

Use of Human Subjects
Category

Institutional Review Board for Human Subjects

Part A: Application Information
1. Title of Study

Title |Cinderel]a or Big Foot? An investigation on measuring the size and impact of digital footprints

2. Principal Investigator

Name [Whitney Maxwell | Title [Masters Student

Phone [319-430-3403 | Email |[whitneynmaxwell@gmail.com

Addressl?OS N 50th St Seattle, WA 98103

3. Research Personnel NOTE: Please include Principal Investigator in this section

Tebisation Collect and analyze
Whitney Maxwell Principal Investigator information of research whielse
Technology :
subjects
. i Information ‘ ; Faculty member to advise
5 Co-Investigat B :
NSline: i g Technology s il in analysis and research ceteng

The principal investigator and all personnel must have completed CITI training within the last 5 years prior to
submission.

4. Qualifications of Research Personnel

Please provide a description of the training and experiences of the principal investigator and each of the Research
personnel as it relates to the proposed research on the Personnel Biosketch forms.

i. The Personnel Biosketch Forms should be attached as part G

ii. Biosketches should be no longer than 2 pages

iii. Note that curriculum vitae will not be accepted

5. Funding Source

(Note: If this research is associated with an active or pending research grant, attach a copy of the methodology section
of the grant with this application.)

Application for Use of Human Subjects
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Page 2 of 15

a. How will this research be funded? linternal Funds

[f other, please explain: I J

If the research is funded by an external sponsor, please complete the following information:

b. Name of Funding Source: | ]

c. Status: (" Funded ( Pending

d. If funded, grant ID#: | ]

e. Grant/Contract Title: | J

f. Principal Investigator listed on Grant/Contract: | j

6. Research Duration (Please note that the start date cannot occur before IRB approval)

Estimated start date (choose a date): |February, 2017 ‘

Estimated completion date (choose a date): |December, 2017 ‘

Part B: Research Overview
7. Brief Research Summary (please limit to one page)

Please provide a brief (no more than one page) summary for a general lay audience that includes background,
rationale, and hypothesis for the proposed research.

This a Stage 1 Exploratory study which purpose is to determine the quantity and quality of information that can
be uncovered through a combination of four common identifiers: email address, phone number, birth date, and
name. The name and birth date identifiers primarily benefit the researcher, so that there is some assurance that
information is being gathered about the right person. The email address and phone number identifiers are chosen
because they are the ones that are often disclosed to third parties such as web sites and companies and due to their
use, will reveal the majority of information being sought for this research. Prior research on information
disclosure via identifiers such as emails and phone numbers indicate that these identifiers will be more than
enough to draw the conclusions needed in this research design.

The research will be employing various Internet searches and research techniques to use those identifiers to
uncover additional information on-line. Personal information available on-line is what is known as a "digital
footprint." Though a digital footprint technically encompasses all personal information available on-line, this
research will scope to only search for predetermined categories that vary in sensitivity. The categories are:
additional phone numbers (cell,home,work), home address, photo, hometown, current city, religion, employers,
graduate school/college, high school, favorite music, favorite books, favorite movies, favorite tv shows, favorite
sports/teams/athletes, and hobbies.

The analysis will encompass analyzing the ease or difficulty in uncovering these categories as well as the value of
each category. Given the sensitivity of this research, all data will be encrypted, secured and then destroyed at the
end of the research period. The following research questions will be answered from the research:

1. How much information can be uncovered about a person given 1 or 2 details?
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2. How can a digital footprint be captured and measured in size and impact using various metrics?
3. How can a person best redact or further protect personal information from online sources?

8. Research Categorization

a. Will the proposed research be conducted in a typical educational setting, involving normal educational
practices, such as:
- research on regular and special education instructional strategies, or
- research on the effectiveness of or the comparison among instructional techniques, curricula, or classroom
management methods

CYes @ No

If yes, please list the activities below

b. Are there activities (questionnaires, procedures, etc.) that subjects will perform regardless of their
enrollment as a subject in the proposed research?

CYes @@No

If yes, please list the activities below

c. Will the proposed research gather data using educational tests, survey procedures, interview procedures, or
observation of public behavior in such a way that investigators will be able to identify subjects?
(Either directly or indirectly)

CYes (@No

If yes, please list the activities below

d. Are the subjects elected or candidates for public office?

CYes & No

If yes, please explain

e. Will the research involve the collection or study of existing data, documents, records, pathological specimens,
or diagnostic specimens that are publicly available or where the information is recorded by the investigator in
such a manner that subjects cannot be identified by the investigators?

CYes & No
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If yes, please explain

9. Location of Research

Please indicate all locations where the proposed research will be conducted (i.e., room numbers, local address,
Institution, city, state, country, etc.)

Online only

10. Research Subject Information

a. Number of Subjects |10-15 l

b. Gender of Subjects |M&F ‘

c. Ages of Subjects |18+ ‘

d. Identify any of the following vulnerable populations that will be included in the proposed research.

[[] Children [] Institutionalized

[] Pregnant Women [] Students Enrolled in Your Class(es)
[T] Prisoners [[] Mentally Disabled Persons*

[[] Economically Disadvantaged Persons [[] Educationally Disadvantaged Persons

*An individual who is unable to provide informed consent for themselves

e. Ifthe proposed research will include a vulnerable population, as identified above, please provide justification
for their inclusion.

f. Please provide a description of the subject population. Specifically explain the criteria that will be used to
include or exclude potential subjects from participating in the proposed research.

Subjects will need to represent a variety in age range. At least one subject will be chosen that falls into each
of the following categories:
Age 18-24, 25-29, 30-40, 41+

g. Please provide an explanation and justification for the number of subjects (Part B, 10a) to be enrolled in the
proposed research (e.g., power/sample size analysis, citation of comparable studies from the literature).

The number of subjects is determined by representing each of the age groups with 2-3 research subjects. The.
wmber will be capped at 15 since research involving each subject will be time and resource intensive. While
his is a small sample, this research is a Stage 1 Exploratory project. It is an initial attempt at a proof-of-
concept design that could be built on for future research and larger impact.

11. Non-English Speaking Subjects
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In accordance with federal regulations, subjects cannot be excluded from research on the basis of race, sex, age,
language, or disability status.

a. Will the proposed research likely recruit and/or involve subjects or parents/guardians of subjects who are
not fluent in English?

CYes @ No

If yes, please indicate the languages:

If yes, please submit an English version of the consent form AND a version of the consent form translated into
the appropriate language(s) as attached documents in part E.

b. If you believe the proposed research requires the exclusion of a particular non-English speaking subject
population please provide a justification and explanation below. (Note: investigator inconvenience and/or
additional effort associated with producing bilingual documents will not be considered as an appropriate
justification)

12. Subject Compensation

a. Will subjects be compensated for participation?

T Yes @ No

If yes, please describe the form of compensation (i.e., cash, check, gift certificate, voucher, 1099, etc.).

| |

b. If compensation is monetary please provide the amount of compensation.

| |

c. Please provide a brief justification for the form and amount of compensation provided to subjects.

d. Please describe when and how compensation will be provided to subjects.

| |

e. Will compensation be prorated?

CYes @@No

If yes, please describe how proration will occur.
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f.  For research involving students, will compensation be provided in the form of class credit to students that
choose to participate?

CYes @@ No

If yes, describe how students who choose not to participate in the research may earn class credit. The
alternative method to earn class credit should be comparable in time and effort required for research subjects to
complete study tasks.

Part C: Research Proposal
13. Research Question

‘What do you intend to measure, observe, describe, demonstrate, confirm, etc. from the proposed research?

The following research questions will be answered from the research which is a Stage 1 Exploratory project:
1. How much information can be uncovered about a person given a small number of details?

2. How can a digital footprint be captured and measured in size and impact using various metrics?

3. How can a person best redact or further protect personal information from online sources?

14. Hypothesis

[t applicable, state your hypothesis for each of the research questions listed in Part C, 13

1. If a small number of details are known about a given subject, then they can be used to uncover a large amount
of personal information
2. It a digital footprint is only collection of digital personal information then it should be able to be represented in

a graphical format.
3. If there is personal information that is available online, then it should be able to be redacted at the person's

request.

15. Background and Significance (please limit to 2 pages)

This section should provide clear, logical and sufficient support from the scientific literature that provides a
rationale for the proposed aims and hypotheses stated above.

The following is a question that sparked this research: how big is my digital footprint? For someone as
technically savvy as myself, I thought my response to this question would be simple. I of all people, should know
how much of my information was out there. The answer I thought I had, was wrong. Oh so very wrong.
Preliminary research on the topic was shocking. The book Data and Goliath quickly becomes a depressing read
after just a few pages. Interestingly, one of the biggest violators of personal privacy are cell phones. For instance,
the UK Company Cobham makes it possible to send a "blind" call to a phone. This call doesn't cause the phone to
ring but it does force it to transmit on a specific frequency and thereby give up its location. As if knowing your
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exact location isn't scary enough, in 2012 researchers were able to use cellular data to predict where people would
be 24 hours later, accurate to within 20 meters. And location isn't the worst of it. 95% of Americans can be
identified by name from just four time/date/location points (Schneier, 2015). One of the uses for this type of
information is marketing. Companies want to target ads to people who are close in proximity to one of their
stores. Targeting ads to people based on time and location along with their personal information has tuned
marketing into a whole new ball game, and a wealthy one at that.

As you can imagine, marketing isn't the only source that ingests metadata such as location. Governments use
surveillance and metadata to track everything from potential terrorists to those who don't clean up atter their dog.
According to NSA general counsel Stewart Baker, "Metadata absolutely tells you everything about somebody's
life. If you have enough metadata you don't really need content." Building on this the former NSA and CIA
director Michael Hayden confirmed, "We kill people based on metadata" (Schneier, 2015). Maybe this isn't as
chilling if you believe you are innocent. Surely the old adage, "If you did nothing wrong you have nothing to
hide" implies that privacy is only valuable to wrongdoers. However, there are plenty of things we do each day
that we want to keep private. And while you may not feel you are on the bad side of a government your race,
gender, religion, or political affiliation might put you in the cross hairs of a hate crime. If the government can
target potential terrorists based on metadata, just think of who might be targeting you.

‘While it might be easy to recommend swearing off technology forever and living in the bush in Africa most
people still want to enjoy the benefits of technology and the internet. Unfortunately just using "incognito mode"
on your browser won't do the trick. Cleaning up and minimizing a digital footprint isn't hopeless but it does take
some work. In the book, How To Disappear (Ahearn & Horan, 2010), Ahearn enumerates various ways to
eliminate digital footprints and even includes ways on how to set up false trails for anyone trying to look for you.
There has been research done on how to cover or uncover personal information, but I haven't found any that try to
actually quantify and measure its impact.

16. Subject Recruitment and Informed Consent

a. Which of the following tools will be used to recruit subjects? (Check all that apply)

[] Posted/Distributed Flyer [[] Third Party / Non-study Personnel / Professional recruiters
[[] Classroom Announcement [[] Website / SONA / Social Media / Online
[[] Email to Subjects

& Other: |[Convenience Sampling

b. Please describe the initial contact with potential subjects and the process to obtain their consent.

All subjects are given by personal referrals from friends and family. Once [ have their name and contact
information I will contact them to further explain my research and after they have confirmed their interest [
will send them the official consent form to officially participate in the research study. The script for the PI is

as follows:

PI: Hello, this is Whitney Maxwell and [ am contacting you about participating in research for my Master's
Thesis. I understand you showed some interest in participating in my research regarding information privacy
is that correct? <if yes, continue. if no, thank them for their initial interest and end conversation>

1 wanted to start by going over the consent form that you will need to sign to officially participate in the
study. It contains an introduction, procedures of the research and then risks and benefits of participating. <I
will then read the consent form with them> Now that we have read the consent form, are there any othe
questions I could answer? If you think of any questions feel free to reach out to me and I will be happy to
answer them.

c. Are you requesting a Waiver or Alteration of Informed Consent?
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C Yes ® No

If yes, the Request for Waiver/Modification of Consent form (see ORCA website) must be completed and
submitted in Part E with this application.

d. Have you attached the necessary consent forms in Part E of the application?
® Yes ' No

e. Have you attached a copy of all recruitment materials (i.e., scripts, flyers, screen shots of online material, etc.)
in Part H of the application?

®Yes ' No
17. Research Methods

a. Write a complete description of all procedures involving human subjects in the proposed research. This
description should encompass the experimental course of a subject from their entry into the study to their
completion of the study.

If the subject agrees to participate in this Stage 1 Exploratory research study, the following will occur:

* The subject will provide the following information to the researcher: full name, phone number, birth date
and email address. I have chosen these types of information since they are commonly found in public domains
and are often disclosed to third parties. The researcher will use these provided identifiers to attempt to
discover as many of the following categories as possible: additional phone numbers (cell,home,work), home
address, photo, hometown, current city, religion, employers, graduate school/college, high school, favorite
music, favorite books, favorite movies, favorite tv shows, favorite sports/teams/athletes, and hobbies.

[ will begin with the first piece of information (full name), and proceed to uncover as many of the previously
listed categories as possible. If I discover a category such as home address, [ will only mark "home address"
and not the actual address in an effort to protect the original information. Once I have discovered as many of
the predetermined categories as possible, [ will then build on that data by adding the second piece of
information (date of birth) and ideally uncover more categories. I will continue to progressively add the
following information (phone number and email address) one at a time and document what categories are
further uncovered with each iteration. Once all four pieces of information are in play I will try and exhaust all
methods and tactics to uncover the remaining categories. Each person that I will profile will sign a letter of
consent which will be approved by the BYU IRB, allowing me to use any legal method of obtaining

information.

This research is designed to capture information that can be found using various Internet searches and
websites that are available to everyone either for free or for a very low cost (low meaning less S

Oftentimes the search services that require payment still acquire data from free sources but charge payment

for the convenience of listing it all in one place. It is not designed to use highly invasive tactics or expensive
services. The majority of web sites that I use were found through Google.

[ will document all the tools and techniques used to uncover personal information and use it to develop a
digital footprint metric. It will take into account the probability of uncovering each category, the number of
categories uncovered, and the personal value of the categories (i.e. home address has higher personal value
than favorite sport).

Lastly, I will document methods of information protection or removal and develop recommendations for
redacting or reducing visibility of personal information.

» After the researcher has concluded their research, they will contact the subject via phone or email to review
all personal information they uncovered during the research process and disclose how it was uncovered.
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+ Total time commitment will be about thirty (30) minutes

b. Many studies use multiple instruments/questionnaires/surveys as part of the research methodology. If
applicable to the proposed research, list each instrument/questionnaire/survey that will be administered to
subjects and provide a rationale for the inclusion of each one.

c¢. Please indicate how many times human subjects will perform research activities.

is the initial visit to go over the consent form and answer questions, and the follow up visit to go
over the results.

d. How much time will each visit take?

|Approximately 15 minutes |

e. What is the total time required for a subject to complete the proposed research?

[0 |

f. Will the research include the use of existing data, research records, patient records, and/or human biological
specimens?

® Yes " No

If yes, please provide a description of the data and the source of the data. (If applicable, attach the data transfer
agreement in part H)

As part of the participation agreement, the research subject will supply specific details such as email and
phone number for initial contact and follow up.

If the data has identifiable subject information associated with it, please describe how the data will be de-
identified.

Each piece of identifiable information will be changed or modified to eliminate any chance that it could be
traced to the original subject. All names will be replaced with a unique numerical ID and any other
information such as birth dates/addresses/etc. will be modified. Any information that cannot be modified such
as photos will be given a generic name (such as ID_photo 1) in a list and will not be included in any written
reports.

g. Will the research involve deception or less than full disclosure?
T Yes ® No

If yes, please justify the need for deception in the proposed research.
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h. Will the research require accessing student educational records?
CYes (@ No

If yes, please describe the procedures you will employ to access the information. Specify the information you
will request.

1. Does the research involve audio/video recording or photography?
@ Yes " No

If yes, please describe how and in what situations the recordings/images will be used. If applicable, attach the
video/photographic release form in Part H.

Photos will be obtained primarily through social media or other websites. They will be obtained as a proof of
concept but they will not be published in any written reports.

J. Will subjects be followed after completion of the proposed research?
OYes ' No

If yes, please explain.

k. Have you included a copy of all instruments, questionnaires, surveys, and/or interview questions to be used for
this research in Part F of the application?

® Yes " No
18. Data Analysis

Whether quantitative or qualitative, please provide a detailed description of the research design/statistical design
and data analysis plan for the proposed research.

This research involves both quantitative and qualitative data analysis. Each piece of personal information
uncovered during the research period will be marked with tags such as: discoverability, value and risk. All data
will be compiled and analyzed on a per subject basis and then compiled and analyzed again across all subjects.
Each of the tags associated with each piece of information will have an effect in the graphical and statistical
representation of the digital footprint.

19. References

Please provide pertinent references from the literature that support the rationale and hypothesis for the proposed
research. (Limit to one page.)

Ahearn, F. M., & Horan, E. C. (2010). How to disappear : erase your digital footprint, leave false trails, and
vanish without a trace. Guilford, Conn.: Lyons Press.
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Bansal, G., & Zahedi, F. M. (2015). Trust violation and repair: The information privacy perspective. Decision
Support Systems, 71, 62—77. http://doi.org/10.1016/j.dss.2015.01.009

Conti, G. (n.d.). Googling security : how much does Google know about you? Upper Saddle River, NJ :
AddisonWesley, 0009.

Digital Footprints: An Internet Society Reference Framework I Internet Society. (n.d.). Retrieved December 4,
2015, from http://www.intemetsociety.org/doc/digital-footprints-internet-society-reference-framework

Hewson, K. (2013). What size is your digital footprint? Phi Delta Kappan, 94(7), 14—15. Retrieved from https://
www.lib.byu.edw/cgi-bin/remoteauth.pl?url=http://search.ecbscohost.com/login.aspx?
direct=true&db=aph& AN=86873369 &site=chost-live&scope=site

Schneier, B. (2015). Data and Goliath : the hidden battles to collect your data and control your world.

Teurlings, J., & Stauff, M. (2014). Introduction: The Transparency Issue. Cultural Studies ++ Critical
Methodologies, 140), 3-10. http://doi.org/10.1177/1532708613519184

20. Benefit to Subjects and Society

a. Please describe any benefits that rescarch subjects will receive as a direct result of their participation in the
proposed research. (Note: compensation is not considered a benefit)

The research subjects will benefit by gaining a realistic understanding of their current level of personal
security by seeing a snapshot of what personal information is available on-line In addition, they will be
provided with best practices of how to better secure personal information and thereby improve their level of
personal security.

b. Please describe how this research may provide benefit to scientific knowledge, a specific discipline, and/or
soclety in general.

‘While there is existing research on digital footprints, there haven't been any advances in taking that data and
formatting it into statistical or graphical formats which are easier for people to understand. Most people have
a level of awareness when it comes to the fact that some of their information is publicly available, however,
understanding the full scope of where their information is and the risks associated with it is more difficult to
grasp. This research not only will advance the field of Information Technology in the cybersecurity sphere but
also the general population as well.

21. Risks

Generally, risk assessment in research considers the harm, trauma, discomfort, stress, or any other undesirable or
untoward consequence of being a research subject whether anticipated or unexpected. Risk may take the following
forms: physical, psychological, emotional, financial, and/or social. This list is representative but not
comprehensive.

Please consider the following questions based on the experiences that subjects might encounter through
participation in the proposed research.

Application for Use of Human Subjects

69

www.manharaa.com




Page 12 of 15

a. Whether great or small, please describe the potential risks to subjects that participate in the proposed research.

Information about the research subjects will be gathered and analyzed using targeted Internet searches and on-
line research tools. Personal information about the subjects that could be uncovered includes but is not limited
to: additional phone numbers (cell,home,work), home address, photo, hometown, current city, religion,
employers, graduate school/college, high school, favorite music, favorite books, favorite movies, favorite TV
shows, favorite sports/teams/athletes, and hobbies. The details of this information will be seen by the
researcher or co-researcher only but will not be included in any research notes or publications.

Should any criminal activity be discovered during the research it will be reported to city authorities including
but not limited to: fraud, illicit drug use, and sexual exploitation of children. For a more comprehensive list
please see https://www.justice.gov/usam/organization-and-functions-manual-10-partial-list-federal-matters-
investigated-fbi.

At the conclusions of the study the researcher will provide methods and guidelines to the research subject of
how to further protect and lock down their personal information. The researcher will also replace personally
identifiable information with generic IDs (e.g. Subject A) in all collected information and not retain any
information that could be tied back to the research subject directly.

b. What steps will be taken by investigators to reduce the aforementioned risks?

As mentioned previously, no details of personal information aside from the initial 4 identifiers will be
recorded. Only the name of the category of information will be noted and the details of how that category of
information will be obtained.

‘When used in analysis your name will be replaced by a unique ID and all personally identifiable information
will be removed in written reports. Once all personally identifiable information has been used for analysis it
will be destroyed.

& resen ;
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ompanies/friends/acquaintences in an attempt to acquire more information, such as trying to "friend" the
on social media sites or making phone calls. The researcher will encourage the research subjects to consider
the risks carefully and withdraw their consent if they feel uncomfortable with information that could be
discoverable online.

22. Confidentiality

The following questions address your efforts to maintain subject confidentiality in the proposed research.
Protecting hard copy data may involve de-identification of data and secured storage locations and conditions.
Protecting electronic data may involve a secure network, password access, and data de-identification/encryption.

a. Describe what type of hard copy data will be generated by the proposed research (i.e., notes, audio/video
tapes, questionnaires, etc.).

‘Written reports including a written thesis will be generated from the proposed research.

1. Where will this hard copy data be stored and how will it be protected?

identifiable
information will be removed or replaced by a generic ID. No sensitive data will be contained in a
hard copy format.
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One (1) printed unstapled ¢

b. Describe what type of electronic data will be generated by the proposed research (i.e., computer files/
spreadsheets, questionnaires, images, video, audio/mp?3 files, etc.).

The research will involve written notes of Internet search results, and categories collected.

i. Where will this electronic data be stored and how will it be protected?

All digital copies of research will be stored in OneNote which is protected by user name and password as
well as requiring smart card authentication. The hard drive containing the data will encrypted by
BitLocker.

¢. How long will data from this study be maintained by the principal investigator?

The data will be collected for analysis and retained for 3 years according to policy.

d. Will raw data be made available to anyone other than the principal investigator and the immediate study
personnel?

" Yes (® No

If yes, describe the rationale and procedure for sharing study data. Include a description of what will be shared
and with whom. Specify the protections in place to transfer the data.
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Part D: Researcher Agreement

The research study involves the use of human subjects. [ understand the university's policy concerning research
mnvolving human subjects and by submitting this application I agree to:

Obtain voluntary and informed consent of subjects who are to participate in this project.

Report to the IRB any unanticipated effects on subjects which become apparent during the course of, or as
result of, the experimentation and the actions taken.

Cooperate with members of the committee charged with continuing review of this project.

Obtain prior approval from the committee before amending or altering the scope of the project or
implementing changes in the approved consent document.

Maintain the documentation of consent forms and progress reports as required by institutional policy for
three years.

Safeguard the confidentiality of research subjects and the data collected when the approved level of
research requires it.

Signature of the Principal Investigator Wwpq% A W Date [12/1272016 |
4

Note: Submissions from student principal investigators require the signature of their faculty sponsor (see below).

I have read and reviewed this proposal and certify that it is ready for review by the IRB. T have worked with the
student to prepare this research protocol. I agree to mentor the student during the research project.

Printed Name of Faculty Sponsor [Chia-Chi Teng |

Signature of Faculty Sponsor Date |

IRB Form mission Instructions:
L. Check this form for completeness, detail, and accuracy.
2. Save this form for your records.

3. Applications received on or before the 20th of each month will be reviewed by the
committee on the first Thursday of the following month.

4. Upon receipt of your proposal by the IRB office, you will be assigned a proposal ID
number that should be used in all future correspondence concerning your proposal.
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Additional Parts
Please attach the appropriate Parts as described below.

Applications that do not contain all of Parts A-D and all necessary Additional Parts will be returned to the
applicant without a review.

Forms are available at http://www.orca.byu.edu/irb/BeginApplication.php.

Part E
- Consent documents
- Assent documents
- Parental permission documents
- Request for Waiver or Modification of Consent form

Part F
- All questionnaires, surveys, interview questions, discussion questions

Part G
- Biosketches of all Research Personnel (each Biosketch should be no longer than 2 pages)

Part H
- Letters of support from sponsoring institutions/organizations, if applicable
- Photographic Release
- Video Release
- Recruiting Materials (including scripts, flyers/posters, letters, screen shots of online recruiting materials, etc.)
- A copy of research grant methodology section, if applicable

Application for Use of Human Subjects Ver. 06/14
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Brigham Young University
Consent to be a Research Subject

Introduction

This research study is being conducted by graduate student Whitney Maxwell under the direction of IT
faculty member Chia-Chi Teng at Brigham Young University. The purpose of this study is to determine
how much information can be gathered for a specific person through online research in order to analyze
what is known as a “digital footprint” i.e. personal details available online. The research will be scoped
to only search for the following categories of information: phone numbers (cell,home,work), home
address, photo, hometown, current city, religion, employers, graduate school/college, high school,
favorite music, favorite books, favorite movies, favorite tv shows, favorite sports/teams/athletes, and
hobbies. While the intent is to only discover the aforementioned categories, it is possible that there will be
other information that is disclosed in the process. Any additional categories will be noted.

The analysis will encompass the probability in uncovering these categories, the number of categories
discovered, and the sensitivity of each category. Given the sensitivity of this research, all data will be
encrypted, secured and then destroyed at the end of the research period. Details are outlined in the
Confidentiality section.

You were invited to participate because of your interest in the topic and your age demographic.

Procedures

If you agree to participate in this research study, the following will occur:

*  You will provide the following identifying information to the researcher: full name, phone
number, birthdate and email address. The researcher will then employ Internet searches and
online tools to use those identifiers to uncover as many of the predefined categories as possible.
Please note that when the researcher discovers a category such as Employers during their
research, that they will only note the name of the category “Employers” in their notes and not
the actual information to retain privacy.

+ After I have concluded the research, I will contact you via phone to review all personal
information they uncovered during the research process and disclose how it was uncovered.

* Total ime commitment will be about thirty (30) minutes

Risks/Discomforts

Information about you will be gathered and analyzed using on-line searches and tools. Personal
information that could be uncovered includes but is not limited to: phone numbers (cell, home, work),
home address, photo, hometown, current city, religion, employers, graduate school/college, high school,
favorite music, favorite books, favorite movies, favorite tv shows, favorite sports/teams/athletes, and
hobbies. Please note that the details of this information will not be recorded or published.
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‘While the intent is not to look for any illicit or criminal activity, it is possible that incriminating evidence
could be discovered in the research process. Should any illegal documents be discovered during the
research (such as child pornography) you will be reported immediately to the FBI.

At the conclusions of the study the researcher will provide methods and guidelines of how to further
protect and lock down personal information. The researcher will also scrub all collected information and
not retain any information that could be tied back to you directly.

Benefits

You will benefit by gaining a realistic understanding of your current level of personal security by seeing a
snapshot of what types of information is currently available on-line. In addition, you will provided with
best practices of how to better secure personal information and thereby improve your level of personal
security.

Confidentiality

Given that all information gathered as part of this research study will be personal , all data will be
generalized where possible and stored on a computer with an encrypted hard drive and multi-factor
authentication.

When used in analysis your name will be replaced by a unique ID and all personably identifiable
information will be scrubbed in written reports. Once all personally identifiable information has been
used for analysis it will be destroyed.

Participation

Participation in this research study is voluntary. You have the right to withdraw at any time or refuse to
participate entirely.

Questions about the Research

If you have questions regarding this study, you may contact Whitney Maxwell at
whitneynmaxwell@gmail.com for further information or Information Technology faculty advisor Chia-
Chi Teng at ccteng@byu.edu.

Questions about Your Rights as Research Participants

If you have questions regarding your rights as a research participant contact IRB Administrator at (801)
422-1461; A-285 ASB, Brigham Young University, Provo, UT 84602; irb@byu.edu.
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Statement of Consent

I have read, understood, and received a copy of the above consent and desire of my own free will to
participate in this study.

Name (Printed): Signature: Date:

Ver. 12/12
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